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1 Introduction

1.1 What is Secure Information Courier?

Encrypted Email Submissions - Straight from your web site!

Advantages at a Glance...

Allows your web site visitors to send you secure encrypted messages with attachments
Visitors to your site need no software to use the secure facilities

Customers are able to send credit card details or private information with confidence
Allows you to remove insecure form submissions from your web site

Easy to configure - the wizard guides you through

Secure Information Courier brings strong email encryption to your organization's web site. Visitors to
your web site can send secure email to your organization and even convey digital documents securely
using industry standard encryption. Secure Information Courier is easy to use and nothing is assumed
about the skill level of visitors to your site or about software pre-installed on their computers.

To use Secure Information Courier, you simply deploy an ActiveX control in the "contact us" area of
your web site. First time visitors accept the ActiveX control upon their first visit - it's signed with a trust
certificate from Thawte, the leading internet trust authority. The ActiveX control contains Secure
Information Courier and allows visitors to your web site to send secure email to your organization as
well as securely relay documents to you. If you are an accountancy firm or law firm who for example
might wish to receive financial statements or similar documents from clients and provide clients with a
secure means of conveyance, then Secure Information Courier is for you.

Features :

e Secure Information Courier is completely controlled by the web site owner and requires no
intermediary services.

¢ No end user configuration is required. Web site visitors simply fill in a form, enter their message text,
then hit encrypt and send...

e The Secure Information Courier user interface is "skin able". This means web site owners can
customize the product with their own corporate logo and message prompts.

e Size: At approximately 400KB, Secure Information Courier only takes a few seconds to load.

e Trust: Secure Information Courier uses industry standard encryption technology. The core algorithm

Copyright © 2003-2004 Bytefusion Ltd.
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1.2

employed by the SecExMail message format is "Twofish". The algorithm is unencumbered by patents
and has been subject to extensive peer review.

e Customers send email and documents securely and directly to your mail server. Mail is never stored
on the servers of the customer's ISP.
e Compatible with SecExMail and Crypto Anywhere encryption software.

Secure Information Courier on the web

Depicted below are examples of Secure Information Courier on the web.

& Secure Information Courier - Registered ko “feegan’s lounge™ -0l x|
File Edit Encipher+3end Help

JuBEB 4

. /

— =) Feegan’s Internet Lounge

i ' Iharr_l,l@feegan.u:u:um

From : IYDur email address here

Subject : IEnter subject here

Please enter your email text here ;I
[~

Ready I_ I_ I_ @ 4
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& Secure Information Courier =10O] =|

File Edit Encipher+5end Help

S =
Bytefusion Ltd.

o 22 Duke Street
Douglas, Isle of Man
1M1 2AY
Britizh Isles

Isales@bytefusinn.cnm

From: I For your eyes only - Seleck recipient key(s}) 5'

Subject : IE — Encryption Method [

Please enter wour @ Use encryption keys

Ok I Cancel | Help |

Ready I_l_ I_ @ ]

Copyright © 2003-2004 Bytefusion Ltd.
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= Secure Information Courier - Registered to “offshoremailroon Ibd™ =10O] =|
File Edit Encipher+5end Help

BRI ==

orFsHoREmMAILRoOMm
Ienquiries@uffshu:uremailn:uum.u:u:um
From : IYDur email address here
Subject : IEnter subject here
Pleaze enter vour email text here ;I
[
Ready [ ScRL S

Customizing

Basic Configuration

Secure Information Courier can be customized with your own corporate logo and your own message
prompts. You can define default message recipients and pre-load Secure Information Courier with your
very own encryption keys, ensuring that only authorized recipients may decrypt and read email from
your customers. Configuration is easy. Simply follow the steps outlined by the configuration wizard. To
launch the configuration wizard, click Start, Programs, Secure Information Courier and select
Configuration Wizard as shown in the illustration depicted below.
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— & Information Courier M & Configuration Wizard
E Frograms ¥ @ Crypto Anywhere Decoder
; @ Diocuments 4 W7 License Agreement
E] SecExMail Help

I% =2l r [@« SecExMail Key Generator
E % . b Q SecExMail
p Earc
= = uninstall
=
b @ Help

Run...

~

§ Shut Dowr, ..

Iiﬂﬁtart |

This will invoke the configuration wizard welcome screen.

& Secure Information Courier Deployment Wizard x|

Welcome to the Secure Information Couner
deployment wizard

Thiz wizard will help pou create a customized edition of
Secure |nformation Couner for pour web site. When pou
deploy Secure Infarmation Courier to your web zite, your
cuztomers will be able to send you messages and
documents securely.

The nest page will present a quick. overview of how
Secure |nformation Couner allows pour cugtomers o
zend you zecure email...

Back | M et I Cancel Fimzh

2.2 How Secure Information Courier works

Once Secure Information Courier (SIC) is deployed on your website, customers can download SIC and
send email and documents securely and directly to your mail server. Mail is never stored on the servers
of the customer's ISP. SIC is deployable as both a downloadable executable as well as an activex
control which integrates with your website. Repeat visitors to your website who send secure email to
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your organization on a regular basis, might wish to download the SIC executable while casual visitors to
your website might find an integrated solution easier to use. The graphic depicted below illustrates the
process.

&' Secure Information Courier Deployment Wizard x|

Once Secure Information Courier [ 5IC ] is deployed on pour web site, customers
can download 5IC and zend mail and documents securely and directly to your mail
server. Mail 1z never stored on the zervers of the customer's ISP. Chck "Hext"__.

COmpany =1ol =]

weh site
File Edit Yew &o

contact us

dowiload 21 company
il server

custotnet

1234 SIBSEFEF R AL CofRLL

plait test ernail enctypted emnal & docurments

Back | Mest I Cancel Firizh

Domain Configuration

Firstly, you will need to provide the name of your organization's internet domain. This information will be
used to auto-detect your organization's mail server(s). You may enter the name of your web site, e.g.
www.bytefusion.com, or your domain name only, e.g. bytefusion.com.
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& Secure Information Courier Deployment Wizard x|

Pleasze enter the domain name of your
orgamization. Example : mycompany_com

by Damain Mame

sy bptefuzion. com

Click "Mext' to continue

Back | M et I Cancel Fimzh

2.4  Confirm Incoming Mail Server

If the Secure Information Courier Wizard was able to auto-detect your incoming SMTP mail transfer
agent, you will be prompted to confirm this setting. It is safe to accept the default. If auto-detection
failed, kindly ask your system administrator to provide you with the IP address or DNS name of your
incoming SMTP mail transfer agent and enter it in the "My Mail Server" field as indicated below.
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& Secure Information Courier Deployment Wizard x|

We were able to auto-detect your mail server.
Please confirm your incoming mail exchanger
detailz. Example: mail. mycompany_com

by b ail Server

rnail. bytefuzion. com

Back I M et Cancel Fimzh

2.5 Graphical User Interface

You may customize the physical appearance of Secure Information Courier with your own welcome text
or corporate logo. When providing your own corporate logo or banner ad, kindly note that the required
file format is "BMP", 630x70 pixels, using a maximum of 256 colors.
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& Secure Information Courier Deployment Wizard x|
& Secure Information Courier

File Edit Encipher+Send You can customize the appearance of pour
Secure Information Courier by providing a
welcome message. Alternatively you can
provide a graphical banner ad.

£ Use this welcome text

Fraom : I

i i i :
Subiect I IJze thiz graphical ad banner

]

Banner ads must be in BMP bitrmap format,
be E30x70 pixels in zize, and have 256 colors.

Back | [ et I Cancel Fimzh

2.6 Message Prompts

You can provide your own instructions for each of the fields the user needs to fill in before sending a
message to your organization. It is safe to keep the defaults.

Copyright © 2003-2004 Bytefusion Ltd.
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& Secure Information Courier Deployment Wizard
& Secure Information Courier

You can provide your own instructions for
each of the fields the uzer needs to fill in
before sending a mezsage to your
organization. It 1z zafe to keep the defaults.

File Edit Encipher+3end

EP:=1=
Bytefusion
To... | Isales@bytefusiu:un. com

From : IYDur email addrezs here

Subject : IE nter subject here

Pleaze enter yaur email kext here

"From' field instructions :

I"r’u:uur email addrezs here

"Subject” field instructions ;

IE nter subject here

Meszzage text field instructions ;

IF'Iease enter pour email text here

Back

| M et I Cancel

Fimzh

Encryption Key Selection

Secure Information Courier employs public key infrastructure ( PKI ) encryption keys. See also
Secure Information Courier / SecExMail Keys. This technology ensures that only authorized recipients

will be able to decrypt messages sent to your organization. If you have existing SecExMail keys, these
will be auto-detected by the configuration wizard. If you have existing SecExMail or Crypto Anywhere
keys on floppy or other removable medium, you may import these using the "Add from file" button. If
you are new to SecExMail based encryption technology and require new encryption keys, please click

"Generate new key" now and follow the steps outlined in the key generation wizard. Keys you generate
here will be automatically available for decryption of messages in both Crypto Anywhere Decoder as

well as SecExMail SOHO.

Copyright © 2003-2004 Bytefusion Ltd.
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& Secure Information Courier Deployment Wizard x|

Please select the encryption keys to bundle
with Secure Information Courier - these
represent the recipients pour users will be able
to send secure email to.

E mail |

O zalezi@offzhoremailroom. com
O marketing(@affzhoremailroom. com
O cen@offshoremailnoom. com

Generate new key... | Add from from file... |

Back | (=2 I Cancel | Firzh |

2.8 Default Message Recipient

Please select the default recipient of secure emails. This email address will be shown in the "To:" field
when Secure Information Courier starts. Users will be able to override this selection with any one or
multiple authorized recipients whom you have specified on the encryption key selection page.
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& Secure Information Courier Deployment Wizard x|

Pleaze select the default recipient of zecure
emailz. This email addresz will be shown in the
“To:" field when Secure Information Courier
starks.

Drefault recipient

E il |

L2 markehingfetoffzhoremailroom. com

O zales@affzharemailroom. com

Back | M et I Cancel Fimzh

2.9 Destination Folder

Please select the destination folder. Your custom edition of Secure Information Courier will be written to
this directory as the file "sic.exe". Optionally, you may preview your custom edition of Secure
Information Courier using the "Preview" button.
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& Secure Information Courier Deployment Wizard x|

Please select the destination folder. Your
custom edition of Secure Information Courier
will be written to this directory as “sic_exe™.

Save Secure nformation Courner to this falder

IE:'\D::u:uments and Settingztadminiztrator Desktop J

Presview. .. |

Click "Mewt' to generate Secure Infarmation Courier

Cancel Fimzh

Back |

2.10 ActiveX HTML Page

This wizard will have created a customized edition of Secure Information Courier for you.

In order for internet users to be able to send email and documents to your organization securely, you
should now upload the file "sic.exe" to your web site, preferably in a conspicuous place, such the
"contact us" area.

Visitors to your web site may then download Secure Information Courier to their computer and send
encrypted email to you. To fully integrate Secure Information Courier with your web site you might also
whish to generate an accompanying HTML page and associated ActiveX control. To do this click the
button labeled "Click here to generate active html web page".

Copyright © 2003-2004 Bytefusion Ltd.
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& Secure Information Courier Deployment Wizard x|

This wizard has created a customized edition
of Secure Information Courier for you. What
should you do now ?

I order for internet uzers to be able to send email and
documents ko your organization securely, vou should
niow upload the file 'sic.exe’ to wour web site, preferably
it a congpicuous place, such the "contact us" area.

Yizitors to pour web gite may then download Secure
Irformation Courier ta their computer and send encrypted
email bo wou. To fully integrate Secure |nformation
Courier with pour web site click below...

Click here to generate active html web page

The next page will present a quick. overview of the
decryption process. Click "Mext'" to confinue,

M et Cancel Fimzh

2.11 Putting it all together

SIC uses the SecExMail message format. This means only you can unlock your messages. Two easy
modes of decryption are supported: server based and workstation based.

Copyright © 2003-2004 Bytefusion Ltd.
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2.12

3.1

3.2

& Secure Information Courier Deployment Wizard x|

SIC uzes the SecExMail meszage format. Thiz meanz only you can unlock your
meszzages. | wo easy modes of decryption are supported: server based and
workstation based. Click "Mext" to continue.

etrail client

COLTIpaty :
wiotkstations

Zate Server
12345

SecExMail / Crypto Anywhere
ernail client workstation

M et Cancel Finizh

Security Advice
Secure Information Courier is hosted on your website. If you have stringent security requirements, you
might want to consider the use of a secure website using the HTTPS protocol also. The certificate

mechanism used in HTTPS authenticates your website to visitors and gives visitors to your website the
confidence that your web pages are not being misrepresented by a third party.

Decryption

Decryption Methods
Secure Information Courier ships with two workstation based decryption tools :

1) Crypto Anywhere Decoder. Decrypt messages in two easy steps by first copying them from your
email client to the Windows clipboard and then pasting them into Crypto Anywhere Decoder.

2) SecExMail SOHO : Decrypt messages invisibly in the background. SecExMail will inter-operate with
all SMTP/POP3 email client software.

Alternatively you may wish to consider centralized, server based decryption using the
SecExMail Gate Server. Kindly visit our website at www.bytefusion.com for more information.

Crypto Anyhwhere Decoder

Crypto Anywhere Decoder allows you to easily decrypt messages in two easy steps by first copying
them from your email client to the Windows clipboard and then pasting them into Crypto Anywhere
Decoder. Visit Crypto Anywhere on our website at www.bytefusion.com for more information.

Copyright © 2003-2004 Bytefusion Ltd.
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& Crypto Anywhere Decoder O] =|
File Edit Decipher Help

|t RRS | sH®BR x0T %

Welcome to Crypto Arywhere

by Meszages |

a0 1234*6&

Decryptamessage

tanage wour enfdecryption kews

Configuration

About

Loading. .. l_l_lﬁr ]
SecExMail SOHO

SecExMail SOHO allows you to decrypt messages invisibly in the background. SecExMail is compatible
with all SMTP/POP3 compliant email client software. Please visit SecExMail on our website
www.bytefusion.com for more information about SecExMail.

Copyright © 2003-2004 Bytefusion Ltd.
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& SecExMail - Small Office Edition =10 x|

Friends I In-Tray I Cut-Tray I W atich I Lizenze
Abaut I b ail Server I E heryption I Deskiop I by Keps
offshore

mailroom

vy, offzhiorermnailroom, corn

iy botefuzion, com

4 Technical

4.1 RSA Public Key Encryption

"c =me mod n" is the algorithm that turns the world of e-
commerce. Introduced in 1978 by Rivest, Shamir and Adleman
after whom the cipher is named, RSA is the worlds foremost
public key encryption system. Contrary to the design of classic
encryption algorithms where the same key is used to lock and
unlock the information, public key encryption relies on "two key"
algorithms. The sender encrypts the message with the recipients
public key who, upon receipt of the message, is able to
decipher the same with the private key counterpart. This
development was revolutionary in the field of cryptography
because parties wishing to establish secure communications no
longer had to meet in "secret" to exchange confidential keying
information.

The SecExMail public key infrastructure uses industry standard
RSA encryption as developed by the OpenSSL project.
See Acknowledgements.

Copyright © 2003-2004 Bytefusion Ltd.
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4.2

Secure Information Courier / SecExMail Encryption

SecExMail encryption uses the Twofish block cipher in
conjunction with the ISAAC random number generator and is
optimized to operate on real-time email streams. It uses
cryptographic primitives which are available to the general public
and have been subject to extensive peer review. SecExMail
encryption incorporates RSA public key encryption. Message
encryption is performed via the Twofish block cipher and the
ISAAC random number generator. SecExMail is warranted to be
free from spy-ware, key escrow or key recovery features of any
kind. The email encryption process is described in detail below.
See diagram.

SecExMail Encryption

Copyright © 2003-2004 Bytefusion Ltd.
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stage 1
plain text data
FLIB compression stage 2
zlib header cotnpressed plain text data
fi4 Bit - OTF encodes ZLIB gtage 3
zlb encoded header compressed plain test data

A4 Bit - 153440 Fandom Mumbers stage 4

ratidotn tmnbers encoded test

256 Bit - Twofish Block Cipher stage 3
cipher test
Baze 64 transfer encoding stage G

output cipher et

e Stage 1

Email data is received in variable length data blocks. SecExMail parses SMTP header info, mail and
data bodies.

e Stage 2

Because email messages frequently contain known plain text, such as salutation and or tag lines,
which gives rise to known plain text attacks on the encrypted message and in order to minimize
overall message expansion, the plain text is first compressed using the ZLIB compression algorithm.
The net effect of deflating large amounts of data, containing both tidbits of known plain text such as
greeting or tag lines as well as unknown message text into a compressed data stream is that any
known plain text is effectively obscured.

e Stage 3

The ZLIB stream has a fixed header format which in itself might be exploited as known plain text by a
savvy cryptanalyst. For this reason, the first 64 bits of the steam are encoded by way of a

Copyright © 2003-2004 Bytefusion Ltd.
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4.3

One Time Pad, using standard XOR masking. This approach acknowledges that email messages will
contain portions of known plain text and proactively manages this problem.

e Stage 4

At this point the compressed data is XOR'ed using the 64 bit ISAAC random number stream.

e Stage 5

The next step in the encryption process is to encrypt the random number encoded text using the 256

bit Twofish block cipher. Twofish is used in chained block mode. Instead of XOR'ing the previous

block's cipher text into the plain text of the current block, the output from the ISAAC layer is "chained

in". This chaining process is illustrated below.

Twofish Block Chaining

1

2

it

—

plain tesxt

plain test

[SALC

[RAAC

%r %

plait test

Twrofish

Twrofish

e Stage 6

The final step is to assemble the output in base64 transfer encoded format for transmission via malil

transfer agents (MTA).

ISAAC Random Number Generator

ISAAC (Indirection, Shift, Accumulate, Add, and Count)
is a cryptographically secure pseudo random number
generator. With an average cycle length of 2 to the
8295th power its output is uniformly distributed and
unpredictable. ISAAC has been developed by Bob
Jenkins and placed into the public domain in 1996. See
Acknowledgements for legal information on ISAAC.

ISAAC is at the heart of SecExMail's entropy collection
system.

[EAAC

Twrofish

output

—»
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4.4  SecExMail Message Format

SecExMail messages are transferred in base64 encoded format. Messages may be encrypted to
multiple recipients. The internal message layout is defined as follows :

[<rsa bytes>:<recipient>]key[<rsa bytes>:<recipient>]key...cipher text

secExlail Iessage - Bazedd Encoded
1t recipient fi-th recipient Cipher Text
[rsa bytesrecipient] ey [rsa bytesrecipient]ley
e RSA Bytes

This is the size of the recipient's RSA key in bytes. Therefore a 2048 bit RSA key would be listed
as having a size of 256 bytes. RSA This parameter is defined for RSA key sizes of 2048, 4096, and
8192 bits.

o Recipient

This is the email address of the recipient to whom the message is encoded.

o Key

This is the SecExMail session key material, encrypted with the RSA public key of the recipient.

The SecExMail session key is used to encrypt the message body of the email message and is
comprised

of a 64 bit One Time Pad key, a 64 bit ISAAC random number generator key, and a 256 bit Twofish
key.

e Cipher Text

This is the message body encrypted using SecExMail Encryption.

A typical SecExMail message is depicted below :

--Begin Seckx 1.1--

Wl 1IN pj aHIpcOBvZn¥Zza@yZWL haWkyb29t LiiN\vbV0dJyyJnwnwCnD659zpBY/ as ERA3SFRGI9
OYRhnbBf +r wohYORt 8Wh3r mM 2Nguhk 38KvH5pg8ZRTXXW EHYMak QPPXpJepJFZe XTcNMTi / d
pPORc5HCTui 50kW 00Gv8Sp328Ldh3Dl gQcGW oYt 9gxJ cJ/ PaVxxDMBI 4cnsCyLj f X+ 0JY6
h+em/N 4U/ N6u+KOt PL4ua2Cf GhGoBXo+6KK042bXGpk/ Pj 6WEOQVE +Vr sOx6Z¢ TgpqS3WCc Uc
2/ JDy9zHql kPLohXcT4G&H wp/ 1Jhvi aQ oKA2NYYi muY5Zj NUGPMs0h6AKS3/ qZsHhK1Lt cA
WiLnuoFbQ eekuJngBCCLRI | || | 41 f FgMkxoUkZr t Xg6E217 Q6 GWhNJ4EU3D2c 1BgauDYAQCE
RpzOp8ef n WAZoXai 6KVEl MEi K7t v98s8wu9LpUxN44QYj 2eNRVI +GPf kBoKvr 6eK5/ TU4cHN
Dg9VxCG 4n8KDvf YsPRpBSNzLL+Tadi z7t 0Q McdPCQa

--End SecEx Mail - -
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4.5

4.6

One-Time Pads

A one-time pad is a block of random data used to encrypt a
block of equal length plain text data. Encryption is usually by way
of XOR'ing the one-time pad with the message text. This
process may be thought of as a 100% noise source used to
mask the message. The one-time pad is secure if it is comprised
of random data and is never reused. Because of this, one-time
pads have limited application in modern ciphers, but are
commonly acknowledged as the holy grail of cryptography.

SecExMail uses one-time pads to encrypt the ZLIB compression
header in SecExMail messages.

Secure Information Courier / SecExMail Keys

SecExMail employs public key encryption. Messages are
encrypted to one or more recipients using their public keys.
Only the intended recipient can, upon receipt of the message,
recover the plain text using his/her private key. Public key
encryption differs from classical encryption because the recipient
of a message does not use the same key for decryption as the
sender used for encryption.

In cryptography the fictional characters "Alice" and "Bob" are
often used for illustration purposes. Consider the following
scenario : Alice lives in New York and Bob lives in Los Angeles.
Alice wants Bob to be able to send her confidential mail. She
goes to her local hardware store and purchases a dozen or so
combination padlocks, sets the unlocking code on each padlock,
confuses the dials again, and sends the open padlocks to Bob in
Los Angeles.

Bob is now in possession of Alice's padlocks, but not the unlocking codes. When Bob wants to send
Alice a confidential letter, he places the letter inside a steel box and locks it with one of Alice's
padlocks. Once the padlock is snapped shut, even he himself cannot re-open the box since he is not in
possession of the combination which will release the lock. Only Alice will be able to open the box and
therefore read the letter once she has received Bob's parcel in the mail.

Public key encryption works much in the same manner. The public key may be thought of as an open,
electronic padlock. You can send this electronic padlock to all your friends. Your friends may then use
that padlock to secure their emails to you in an electronic box. This electronic box is the encrypted
email. Upon receipt of the encrypted email, you dial the secret combination which is your private key
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and retrieve the original message.

SecExMail does all this for you.

5 About

51 About Secure Information Courier

Secure Information Courier
Version 1.2

Copyright © 2003, Bytefusion Ltd.
All Rights Reserved

5.2  About Bytefusion Ltd.

Bytefusion

Bytefusion Ltd.
22 Duke Street
Douglas, IOM
IM1 2AY
British Isles

25
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5.3

5.4

Inquiries: sales@bytefusion.com

System Requirements

System Administrator Workstation Disk Space: 7.5 MB of free disk space.
Operating System Compatibility:

Administrator Workstation - Configuration Wizard: Windows NT, 2000, XP
Secure Information Courier Web Executable : Windows 95/98/Me + Windows NT/2000/XP
Secure Information Courier ActiveX Control : Microsoft Internet Explorer 4.0 +

Web Site Hosting :  Any HTTP compliant web server, such as Apache or Microsoft IS
Web Site Space:  441KB ( activex control ). 888K ( sic.exe ).

License - Retail

Secure Information Courier
Copyright © 2003, Bytefusion Ltd.
All rights reserved.

READ THE FOLLOWING LICENSE IN IT'S ENTIRETY BEFORE USING THIS SOFTWARE:

DEFINITIONS. LICENSEE shall mean you as an individual user. LICENSOR shall mean Bytefusion
Ltd. SOFTWARE shall mean Secure Information Courier, also referred to as SIC.

This End User License Agreement ( hereafter referred to as "EULA") is a legal agreement between
LICENSEE AND LICENSOR governing the use of SOFTWARE. By using SOFTWARE you agree to be
bound by all of the terms of this EULA. SOFTWARE is protected by international copyright laws and
treaty provisions. LICENSOR retains all intellectual property rights to SOFTWARE.

GRANT OF LICENSE. SOFTWARE is licensed, not sold. LICENSOR hereby grants LICENSEE the
right to install and use on a single computer one copy of the SOFTWARE for each license purchased.
A license for SOFTWARE may not be shared or used concurrently on more than one computer. You
may not rent or lease SOFTWARE. You may not reverse engineer, decompile, or disassemble
SOFTWARE.

SOFTWARE contains components which are designed to be put on LICENSEE website for the
purpose of allowing customers of LICENSEE to communicate securely with LICENSEE. This
Agreement includes those elements and LICENSEE agrees that these elements shall contain a license
number linking LICENSEE to the published elements. LICENSEE further agrees not to modify these
elements in any way so as to attempt to hide license numbers.

WARRANTY. This SOFTWARE is supplied "as is." To the maximum extend permitted by applicable
law, LICENSOR, distributors and suppliers disclaim all warranties, expressed or implied, including
without limitation the warranties of merchantability and of fitness for any purpose. To the maximum
extend permitted by applicable law, in no event shall LICENSOR, distributor or suppliers be liable for
damages of any kind, direct, indirect, special, incidental, or consequential, which may result from the
use of SOFTWARE or the inability to use SOFTWARE.
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REVOCATION. Without prejudice to any other rights, LICENSEE's right to use SOFTWARE is
automatically terminated if LICENSEE fails to comply with the terms and conditions of this EULA. In
such event, LICENSEE must destroy all copies of SOFTWARE and all of its component parts.

ENTIRETY. This EULA supersedes any prior agreement or understanding, whether written or oral,
between LICENSOR and LICENSEE.

SEVERABILITY. You agree that if any term or condition of this EULA is declared invalid, it shall not
affect the remaining terms or conditions which shall remain binding.

LICENSOR may update this license from time to time and you agree to be bound by the terms of any
subsequent updates.

UNCLEAR ELEMENTS OF AGREEMENT

If LICENSEE is in any way unclear about or does not understand the terms of this Agreement or
believes there to be different interpretations of any clause of this Agreement, they must contact
LICENSOR immediately. LICENSOR maintains the right to clarify the intended meaning of any clause
or element of this Agreement and the new text or clause shall become a binding element of this
Agreement.

GOVERNING LAW. This EULA is governed by the laws of the Isle of Man. You hereto irrevocably
attorn to the jurisdiction of the courts of the Isle of Man.

SPECIAL CONDITIONS ON USE OF SOFTWARE.

SOFTWARE CONTAINS STRONG ENCRYPTION, THE USE OF WHICH MAY BE RESTRICTED IN
CERTAIN JURISDICTIONS. USE OF SOFTWARE IS HEREBY RESTRICTED, IN ADDITION TO THE
RESTRICTIONS STIPULATED IN THIS EULA, TO INCLUDE RESTRICTIONS APPLICABLE IN THE
JURISDICTION OF LICENSEE. SENDING ENCRYPTED MAIL OR MAKING AN ENCRYPTED EMAIL
SERVICE AVAILABLE MIGHT CONSTITUTE EXPORT IN SOME JURISDICTIONS. LICENSEE IS
RESPONSIBLE FOR ENSURING COMPLIANCE WITH ALL APPLICABLE LAWS. FURTHERMORE,
LICENSEE IS SPECIFICALLY PROHIBITED FROM USING SOFTWARE FOR THE PURPOSES OF
COMMUNICATING CHILD PORNOGRAPHY OR ORGANIZING CRIMINAL ACTS OR
COMMUNICATING WITH KNOWN CRIMINALS OR CRIMINAL ORGANIZATIONS. IN ADDITION TO
THE ABOVE RESTRICTIONS, PERSONS WHO RESIDE IN ANY COUNTRY WHICH IS LISTED OR
BECOMES LISTED AS EMBARGOED BY THE UNITED NATIONS WITH REGARD TO EXPORT OF
ENCRYPTION SOFTWARE, ARE HEREBY NOT LICENSED TO USE SOFTWARE. TRANSPORT,
ELECTRONIC OR OTHERWISE, OF SOFTWARE TO SUCH COUNTRIES IS EXPRESSLY
FORBIDDEN AND MAY CONSTITUTE A CRIME IN SOME JURISDICTIONS.

55 License - Evaluation

Secure Information Courier
Evaluation Edition

Copyright © 2003, Bytefusion Ltd.
All rights reserved.

READ THE FOLLOWING LICENSE IN IT'S ENTIRETY BEFORE USING THIS SOFTWARE:

DEFINITIONS. LICENSEE shall mean you as an individual user. LICENSOR shall mean Bytefusion
Ltd. SOFTWARE shall mean Secure Information Courier, also referred to as SIC.

This End User License Agreement ( hereafter referred to as "EULA") is a legal agreement between
LICENSEE AND LICENSOR governing the use of SOFTWARE. By using SOFTWARE you agree to be
bound by all of the terms of this EULA. SOFTWARE is protected by international copyright laws and

Copyright © 2003-2004 Bytefusion Ltd.
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treaty provisions. LICENSOR retains all intellectual property rights to SOFTWARE.

GRANT OF LICENSE. SOFTWARE is licensed, not sold. LICENSOR hereby grants LICENSEE the
right to install and use SOFTWARE exclusively for the purpose of evaluation of SOFTWARE. All other
uses require the purchase of a license. You may not rent or lease SOFTWARE. You may not reverse
engineer, decompile, or disassemble SOFTWARE.

SOFTWARE contains components which are designed to be put on LICENSEE website for the
purpose of allowing customers of LICENSEE to communicate securely with LICENSEE. This evaluation
edition of SOFTWARE specifically excludes the right to place any component of SOFTWARE on a
publicly accessible site. For the purpose of this Agreement, a publicly accessible site is any site that
can be accessed by persons other than LICENSEE or employees of LICENSEE located at the same
physical address sharing the same post code.

WARRANTY. This SOFTWARE is supplied "as is." To the maximum extend permitted by applicable
law, LICENSOR, distributors and suppliers disclaim all warranties, expressed or implied, including
without limitation the warranties of merchantability and of fitness for any purpose. To the maximum
extend permitted by applicable law, in no event shall LICENSOR, distributor or suppliers be liable for
damages of any kind, direct, indirect, special, incidental, or consequential, which may result from the
use of SOFTWARE or the inability to use SOFTWARE.

REVOCATION. Without prejudice to any other rights, LICENSEE's right to use SOFTWARE is
automatically terminated if LICENSEE fails to comply with the terms and conditions of this EULA. In
such event, LICENSEE must destroy all copies of SOFTWARE and all of its component parts.

ENTIRETY. This EULA supersedes any prior agreement or understanding, whether written or oral,
between LICENSOR and LICENSEE.

SEVERABILITY. You agree that if any term or condition of this EULA is declared invalid, it shall not
affect the remaining terms or conditions which shall remain binding.

LICENSOR may update this license from time to time and you agree to be bound by the terms of any
subsequent updates.

UNCLEAR ELEMENTS OF AGREEMENT

If LICENSEE is in any way unclear about or does not understand the terms of this Agreement or
believes there to be different interpretations of any clause of this Agreement, they must contact
LICENSOR immediately. LICENSOR maintains the right to clarify the intended meaning of any clause
or element of this Agreement and the new text or clause shall become a binding element of this
Agreement.

GOVERNING LAW. This EULA is governed by the laws of the Isle of Man. You hereto irrevocably
attorn to the jurisdiction of the courts of the Isle of Man.

SPECIAL CONDITIONS ON USE OF SOFTWARE.

SOFTWARE CONTAINS STRONG ENCRYPTION, THE USE OF WHICH MAY BE RESTRICTED IN
CERTAIN JURISDICTIONS. USE OF SOFTWARE IS HEREBY RESTRICTED, IN ADDITION TO THE
RESTRICTIONS STIPULATED IN THIS EULA, TO INCLUDE RESTRICTIONS APPLICABLE IN THE
JURISDICTION OF LICENSEE. SENDING ENCRYPTED MAIL OR MAKING AN ENCRYPTED EMAIL
SERVICE AVAILABLE MIGHT CONSTITUTE EXPORT IN SOME JURISDICTIONS. LICENSEE IS
RESPONSIBLE FOR ENSURING COMPLIANCE WITH ALL APPLICABLE LAWS. FURTHERMORE,
LICENSEE IS SPECIFICALLY PROHIBITED FROM USING SOFTWARE FOR THE PURPOSES OF
COMMUNICATING CHILD PORNOGRAPHY OR ORGANIZING CRIMINAL ACTS OR
COMMUNICATING WITH KNOWN CRIMINALS OR CRIMINAL ORGANIZATIONS. IN ADDITION TO
THE ABOVE RESTRICTIONS, PERSONS WHO RESIDE IN ANY COUNTRY WHICH IS LISTED OR
BECOMES LISTED AS EMBARGOED BY THE UNITED NATIONS WITH REGARD TO EXPORT OF
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ENCRYPTION SOFTWARE, ARE HEREBY NOT LICENSED TO USE SOFTWARE. TRANSPORT,
ELECTRONIC OR OTHERWISE, OF SOFTWARE TO SUCH COUNTRIES IS EXPRESSLY
FORBIDDEN AND MAY CONSTITUTE A CRIME IN SOME JURISDICTIONS.

Acknowledgements

e [SAAC Random Number Generator

At the time of writing, the ISAAC home page can be found at
http://burtleburtle.net/bob/rand/isaacafa.html.
ISAAC has been placed into the public domain by its author, Bob Jenkins in 1996.

My random number generator, ISAAC.
(c) Bob Jenkins, March 1996, Public Domain
You may use this code in any way you wish, and it is free. No warrantee.

e RSA Public Key Encryption

The RSA algorithm was patented until September 2000 when RSA® Security Inc. released the
algorithm into the public domain. "BEDFORD, Mass., September 6, 2000 -- RSA® Security Inc.
(NASDAQ: RSAS) today announced it has released the RSA public key encryption algorithm into the
public domain, allowing anyone to create products that incorporate their own implementation of the
algorithm." At the time of writing a copy of this statement can be found at
http://www.rsasecurity.com/news/pr/000906-1.html

e Twofish Block Cipher

The Twofish block cipher by Counterpane Labs was developed and analyzed by Bruce Schneier,
John Kelsey, Doug Whiting, David Wagner, Chris Hall and Niels Ferguson. Twofish was one of the
five Advanced Encryption Standard finalists. At the time of writing the Twofish homepage can be
found at http://www.counterpane.com/twofish.html. The cipher has been made available to the
general public by the following statement on http://www.counterpane.com/about-twofish.html :

" Twofish is unpatented, and the source code is uncopyrighted and license-free; it is free for all
uses. Everyone is welcome to download Twofish and use it in their application. There are no rules
about use, although | would appreciate being notified of any commercial applications using the
algorithm so that | can list them on this website. "

e Info-ZIP Library

This is version 2003-May-08 of the Info-ZIP copyright and license. The definitive version of this
document should be available at ftp://ftp.info-zip.org/pub/infozip/license.html indefinitely.

Copyright (c) 1990-2003 Info-ZIP. All rights reserved.
For the purposes of this copyright and license, "Info-ZIP" is defined as the following set of individuals:
Mark Adler, John Bush, Karl Davis, Harald Denker, Jean-Michel Dubois, Jean-loup Gailly, Hunter

Goatley, lan Gorman, Chris Herborth, Dirk Haase, Greg Hartwig, Robert Heath, Jonathan Hudson,
Paul Kienitz, David Kirschbaum, Johnny Lee, Onno van der Linden, Igor Mandrichenko, Steve P.
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Miller, Sergio Monesi, Keith Owens, George Petrov, Greg Roelofs, Kai Uwe Rommel, Steve
Salisbury, Dave Smith, Christian Spieler, Antoine Verheijen, Paul von Behren, Rich Wales, Mike
White

This software is provided "as is," without warranty of any kind, express or implied. In no event shall
Info-ZIP or its contributors be held liable for any direct, indirect, incidental, special or consequential
damages arising out of the use of or inability to use this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. Redistributions of source code must retain the above copyright notice, definition, disclaimer, and
this list of conditions.

2. Redistributions in binary form (compiled executables) must reproduce the above copyright notice,
definition, disclaimer, and this list of conditions in documentation and/or other materials provided with
the distribution. The sole exception to this condition is redistribution of a standard UnZipSFX binary
(including SFXWiz) as part of a self-extracting archive; that is permitted without inclusion of this
license, as long as the normal SFX banner has not been removed from the binary or disabled.

3. Altered versions--including, but not limited to, ports to new operating systems, existing ports with
new graphical interfaces, and dynamic, shared, or static library versions--must be plainly marked as
such and must not be misrepresented as being the original source. Such altered versions also must
not be misrepresented as being Info-ZIP releases--including, but not limited to, labeling of the altered
versions with the names "Info-ZIP" (or any variation thereof, including, but not limited to, different
capitalizations), "Pocket UnZip," "WiZ" or "MacZip" without the explicit permission of Info-ZIP. Such
altered versions are further prohibited from misrepresentative use of the Zip-Bugs or Info-ZIP e-mail
addresses or of the Info-ZIP URL(S).

4. Info-ZIP retains the right to use the names "Info-ZIP," "Zip," "UnZip," "UnZipSFX," "WiZ," "Pocket
UnZip," "Pocket Zip," and "MacZip" for its own source and binary releases.

ZLIB Compression Library

ZLIB is a lossless data-compression library written by Jean-loup Gailly and Mark Adler. ZLIB is
made

available as free, unpatented software to the general public at http://www.gzip.org/zlib/. The license
conditions are set forth at http://www.gzip.org/zlib/zlib_license.html and reproduced below :

Copyright (C) 1995-2002 Jean-loup Gailly and Mark Adl er

This software is provided '"as-is', wthout any express or inplied
warranty. 1In no event will the authors be held Iiable for any danages
arising fromthe use of this software.

Perm ssion is granted to anyone to use this software for any purpose,
i ncl uding commerci al applications, and to alter it and redistribute it
freely, subject to the followi ng restrictions:

1. The origin of this software nust not be m srepresented; you must not
claimthat you wote the original software. If you use this software
in a product, an acknow edgnment in the product docunentation would be
appreci ated but is not required.

2. Altered source versions nmust be plainly marked as such, and nust not

be
nm srepresented as being the original software.

3. This notice nmay not be renpved or altered fromany source

Copyright © 2003-2004 Bytefusion Ltd.
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di stribution.
Jean-loup Gailly jl oup@zip.org
Mar k Adl er nmadl er @l umi . cal t ech. edu "
e RIPEMD-160
The RIPE message digest was written by Antoon Bosselaers for Katholieke Universiteit Leuven,
Department of Electrical Engineering ESAT/COSIC, Belgium. License conditions ask us to quote the

following :

"Rl PEMD- 160 software witten by Antoon Bossel aers,
avai |l abl e at http://ww. esat. kul euven. ac. be/ ~cosi cart/ ps/ AB-9601/

¢ Viking Art - SecExMail Logo
Katja Bengtsson of Brisbane, Australia ( katja@offshoremailroom.com )

e OpenSSL Project

SecExMail contains cryptographic software from the OpenSSL project at www.openssl.org which is
licensed under a "BSD-style" open source licenses. These licenses asks us to state the following :

"This product includes software devel oped by the OpenSSL Project for use
in the OpenSSL Tool kit. (http://ww. openssl.org/)"

"This product includes cryptographic software witten by Eric Young
(eay@ryptsoft.com. This product includes software witten by Ti mHudson
(tjh@ryptsoft.com."

SecExMail is an independent, derived work and no endorsement of SecExMail by the OpenSSL
project is implied. The full text of the OpenSSL license and the original SSLeay License is reproduced
below.

penSSL Li cense

Copyright (c) 1998-2001 The OpenSSL Project. Al rights reserved.

Redi stribution and use in source and binary fornms, with or without
nodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the foll ow ng disclainer.

2. Redistributions in binary formmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in
the docunentation and/or other materials provided with the
di stribution.

3. Al advertising materials nentioning features or use of this
sof tware nust di splay the foll owi ng acknow edgnent:
"Thi s product includes software devel oped by the QpenSSL Proj ect
for use in the QpenSSL Tool kit. (http://ww. openssl.org/)"

4. The nanes "OpenSSL Tool kit" and "OpenSSL Project” nust not be used to
endorse or pronote products derived fromthis software w thout

Copyright © 2003-2004 Bytefusion Ltd.
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prior witten permnission. For witten perni ssion, please contact
openssl - core@penssl . org.

5. Products derived fromthis software may not be call ed "OpenSSL"
nor may " QOpenSSL" appear in their nanes without prior witten
perm ssion of the OpenSSL Project.

6. Redistributions of any formwhatsoever nust retain the follow ng
acknow edgnent :
"Thi s product includes software devel oped by the QoenSSL Proj ect
for use in the OpenSSL Tool kit (http://ww. openssl.org/)"

TH S SOFTWARE | S PROVI DED BY THE OpenSSL PRQJECT ""AS | S'' AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE QpenSSL PRQJIECT OR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMACES (| NCLUDI NG, BUT

NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;

LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)

HOWEVER CAUSED AND ON ANY THEORY OF LI ABI LI TY, WHETHER | N CONTRACT,
STRICT LI ABILITY, OR TORT (| NCLUDI NG NEGLI GENCE CR OTHERW SE)

ARI SI NG I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
OF THE PGSSI BI LI TY OF SUCH DANVAGE.

Thi s product includes cryptographic software witten by Eric Young
(eay@ryptsoft.con). This product includes software witten by Tinm
Hudson (tj h@ryptsoft.con.

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@ryptsoft.com
Al'l rights reserved.

Thi s package is an SSL i nplenentation witten
by Eric Young (eay@ryptsoft.com.
The inplenmentation was witten so as to conformw th Netscapes SSL.

This library is free for comercial and non-conmmercial use as |ong as
the followi ng conditions are adhered to. The follow ng conditions
apply to all code found in this distribution, be it the RC4, RSA,

| hash, DES, etc., code; not just the SSL code. The SSL docunentation
included with this distribution is covered by the sanme copyright terns
except that the holder is TimHudson (tjh@ryptsoft.com.

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be renoved.

If this package is used in a product, Eric Young should be given
attribution

as the author of the parts of the library used.

This can be in the formof a textual nessage at programstartup or
in docunentation (online or textual) provided with the package.

Redi stribution and use in source and binary forns, with or w thout
nmodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nmust retain the copyright
notice, this list of conditions and the foll ow ng disclai nmer.
2. Redistributions in binary formnmust reproduce the above copyri ght
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notice, this list of conditions and the follow ng disclainmer in the

docunent ation and/ or other materials provided with the distribution
3. Al advertising naterials nentioning features or use of this software

must di splay the foll ow ng acknow edgenent:

"This product includes cryptographic software witten by

Eric Young (eay@ryptsoft.com"

The word 'cryptographic' can be left out if the routines fromthe
library

bei ng used are not cryptographic related :-).
4. 1f you include any Wndows specific code (or a derivative thereof)
from

the apps directory (application code) you nust include an
acknow edgenent :

"This product includes software witten by Ti mHudson
(tjh@ryptsoft.com”

TH S SOFTWARE | S PROVI DED BY ERIC YOUNG " “AS IS'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LI M TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE

ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL

DAMAGES (1 NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOAEVER CAUSED AND ON ANY THEORY OF LI ABI LI TY, WHETHER | N CONTRACT,

STRI CT

LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
OUT OF THE USE OF THI'S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF

SUCH DANMVAGE

The licence and distribution terns for any publicly avail abl e version or
derivative of this code cannot be changed. i.e. this code cannot sinply
be

copi ed and put under another distribution |icence
[including the GNU Public Licence.]

e SecExMail Encryption

Chris Kohlhepp and Mark Robertson, Bytefusion Ltd.

Copyright © 2003-2004 Bytefusion Ltd.
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